
Research Statement
Dakshita Khurana

dakshita@cs.ucla.edu

Introduction
I am interested in Cryptography, and more broadly, Theoretical Computer Science. Cryptography
deals with enabling collaboration among mutually distrusting participants. Such collaboration has
become even more imperative because of the recent proliferation of computational devices that
must jointly compute on large amounts of distributed private data. This is enabled by one of the
core areas in cryptography: secure computation.

Secure computation, first introduced three decades ago [Yao86, GMW87, BGW88], allows po-
tentially adversarial participants to compute jointly on private data, while learning nothing beyond
the prescribed output of the computation. This has wide applications, especially to privacy-
preserving computation over sensitive medical and genomic data, military research and auctions.
As an interesting illustrative example, consider satellites launched by two different countires, that
would like to prevent a collision between their satellites while keeping their own trajectories private.
Secure computation provides a solution to this problem.

The last thirty years have seen significant research on secure computation. The main goal of
this research has been the design of protocols and proof techniques that provide strong security
guarantees while requiring minimal overhead. Despite this research, there are many scenarios
where existing secure computation protocols do not apply. Underlying this failure is a paucity of
techniques for achieving security in various situations. I mainly work on devising new techniques
and protocols for such scenarios.

Research Experience
My research so far has been focused in three broad areas, which I highlight below.

1. Minimizing Interaction in Secure Computation.
So far, protocols with provable security have required introducing additional interaction
where participants perform various checks at different points. This means that participants
they must go back-and-forth multiple times in their communication. However, such increased
interaction introduces additional delays due to latency or unavailability of participants.
A major focus of my research is on designing secure protocols that entail minimal interac-
tion, do not require any central trust or setup assumptions, and many a times require each
participant to only send only a single message. Most of these protocols overcome known
barriers against the round complexity of these tasks. These protocols can be broadly divided
into two categories:

Non-Malleability: Preventing Man-in-the-Middle Attacks.
An important requirement in multi-party secure computation (MPC), is security against

man-in-the-middle attacks. Here, an adversary may intercept data from other parties and
try to modify it arbitrarily, before passing it off as its own. In MPC, such security guarantees
are required to ensure that the inputs of malicious parties are independent of honest party
inputs. The basic cryptographic primitive that achieves such security guarantees is called a
non-malleable commitment.
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Apart from being an essential ingredient of secure MPC protocols, non-malleable commit-
ments have several other applications. For example, in online sealed-bid auctions, it is
imperative to ensure that a man-in-the-middle attacker cannot generate his own bid as a
function of the bids of other players.
Obtaining non-malleable commitments without setup and in as few rounds as possible, has
remained a very interesting open problem in cryptography for the past 25 years. The num-
ber of rounds required for non-malleable commitments, have a direct impact on the round
complexity of secure MPC. Ideally, we would like to have non-interactive non-malleable com-
mitments without the need to make central setup assumptions.

(a) Some of my recent work [GKS16] (FOCS 2016), constructs non-malleable commitments
in two rounds. This work overcomes a known barrier against two-round constructions
of non-malleable commitments, by satisfying a slightly weaker, yet, standard notion of
security. Furthermore, this protocol requires only one participant to send two consecu-
tive messages. This protocol has implications to non-malleable codes, an exciting new
area of research at the helm of theoretical computer science and cryptography.

(b) Even more recently, in [KS17] (FOCS 2017) we constructed two-message non-malleable
commitments satisfying the standard strong notion of security, where each participant
sends a single message. These were previously believed to be impossible to construct,
however our work demonstrates that previous barriers incorrectly placed implicit re-
strictions on the power of the security proof. Our results have several implications to
secure computation that have been explored in follow-up work [ACJ17, BGJ+17].

(c) In another work [GJK15], we study non-malleability in context of multi-prover interac-
tive proofs, which have numerous applications in cryptography and beyond. We give the
first constructions of non-malleable multi-prover interactive proofs. An additional ad-
vantage of our protocols are that they are among the extremely few known non-malleable
protocols to achieve unconditional security.

Zero-Knowledge Proof Systems.
The notion of interactive proofs has been fundamental in theoretical computer science.

While the most basic notion is not concerned with privacy and only offers correctness guar-
antees, most cryptographic applications require it to be supplemented with a privacy guaran-
tee for the prover. The typical guarantee is that of zero-knowledge, which intuitively means
that the proof of any statement does not reveal any information beyond the validity of the
statement itself.
Nearly all MPC protocols with security against malicious adversaries require a mechanism
to enforce correct behaviour of participants, while preserving privacy. This is typically ac-
complished via the use of zero-knowledge proofs and arguments.
Since their introduction three decades ago, an extensive line of research has been dedicated
to studying the round complexity of zero-knowledge arguments. In recent work [JKKR17]
(CRYPTO 2017) and followups done during internships at Microsoft Research New England,
we focus on the setting where only two messages of communication are available to the prover
and the verifier. While previous protocols only provided extremely feeble privacy guarantees
when limited to just two messages, we develop new protocols and techniques that have much
stronger guarantees. Very roughly, among other results, in [JKKR17] we construct a two-
message protocol which satisfies a distributional variant of the zero-knowledge property for
statements that are chosen by the prover from a cryptographic distribution, in the second
round of the protocol. Interestingly, we show that this already suffices for many applications
of zero-knowledge arguments in cryptographic settings.2



We explore applications of the resulting proof systems to several round-optimal protocols,
including the following:

(a) In the same work [JKKR17], we show how to use these arguments to give the first con-
structions of three message commitments that are simultaneously arguments of knowl-
edge, via polynomial hardness assumptions. We also show that the same techniques
yield optimal variants of secure computation.

(b) In [Khu17] (TCC 2017) we use arguments constructed in [JKKR17] to obtain the first
non-malleable commitments from polynomial hardness assumptions, in three messages.

(c) In [KS17], we show that the privacy guarantees provided by the protocols in [JKKR17]
suffice for obtaining two-message non-malleable commitments. We also show how to
augment the privacy properties to achieve simulation soundness, which guarantees that
a prover cannot cheat even when he can observe fake proofs of other related statements.

(d) Finally, in [BGJ+17] (TCC 2017), we show how to use the augmented protocols to
obtain optimal secure computation in a setting where multiple such protocols could be
executed simultaneously.

2. Information-theoretic Secure Computation from Imperfect Setup Assumptions,
that Better Approximate the Real World.
Secure computation can also be performed with information-theoretic or unconditional secu-
rity (i.e. with provable security even in a world where P = NP) if parties are given access
to certain trusted resources. An orthogonal line of research has been exploring what kinds
of resources are necessary and/or sufficient to compute any functionality, with information-
theoretic security guarantees.

• My work [KMS16, BKOV17] (Eurocrypt 2016 and 2017 respectively) shows how ”leaky”
versions of resources such as leaky binary symmetric channels [KMS16] or leaky physi-
cally unclonable functions [BKOV17], can be used in place of ideal setups, in order to
facilitate information-theoretic secure computation. These ”leaky” resources provide a
far more accurate modeling of real-world scenarios, where it is often impossible to fix
the exact characteristic of a channel.

• Some of my other work [KKM+16] (Eurocrypt 2016) considers the question of trans-
forming a uni-directional resource between two parties, into one that is useful in both
directions – this could be a protocol, a physical phenomenon, etc. This question, in its
most basic form, was posed 25 years ago by Crepeau and Santha. In [KKM+16], we
show how to transform a secure implementation of some functionality in one direction
into an unconditionally secure implementation of the same functionality in the reverse
direction.

• In [AIKP15] (ICALP 2015), we study the complexity class defined by functions that
admit information-theoretic randomized encodings, a key primitive that enables secure
computation. We prove general separations between this and various other complexity
classes.

• Finally, in [GKM+16, KMS14] (ICALP 2016, Asiacrypt 2014), we explore connections
between differential privacy and secure computation. In [GKM+16], we show how to ob-
tain unconditional secure computation from (distributed) differentially private protocols
that satisfy certain optimality constraints on the accuracy versus privacy ratio.

3. Indistinguishability Obfuscation and Functional Encryption.
A program obfuscator is a (randomized) compiler that takes a computer program (repre-
sented, e.g., as a binary circuit) and outputs a computationally equivalent program, but
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one that is harder to reverse engineer. Recent advances in cryptographic study, starting
with [GGH+13] give candidate constructions of indistinguishability obfuscators (iO) [BGI+01,
GGH+13], that have proven to be extremely useful. Starting with the works of [GGH+13,
SW14], it has been shown that iO would have far-reaching applications, significantly expand-
ing the scope of problems to which cryptography can be applied. In the following papers, we
exhibit some such applications:

• In [HJK+16] (Asiacrypt 2016), we show how to combine indistinguishability obfuscation
with truly random functions, to obtain constructions of distributional samplers. Unlike
(uniform) random functions, distributional samplers can be used to obtain secure sam-
ples from any given distribution.

• In [KRS15] (Asiacrypt 2015), we showed how indistinguishability obfuscation can be
used to give the first constructions of multi-party non-interactive key exchange, im-
proving a prior work [BZ14] that achieved key exchange for only an a-priori bounded
number of participants. Naturally, our techniques also showed how to make the size of
parameters for NIKE independent of the number of participants.

• Functional encryption is a special kind of encryption scheme that allows creating func-
tional secret keys, such that a secret key for a function f can be used to evaluate a
ciphertext encrypting a value x, to yield f(x) and no additional information about
x. General constructions of functional encryption were obtained recently using indis-
tinguishability obfuscation (iO) in [GGH+13] and followup work. In a very recent
work [BKSW17], we study the classes of existing popular encryption schemes that can
be generically upgraded to achieve functional encryption, assuming the existence of iO.

• Finally, in a recent work [ABKS17], we generalize the class of cryptographic pseudo-
random generators that can be used to obtain constructions of indistinguishability ob-
fuscation based on tri-linear maps.

Future Directions
I am excited to continue pushing boundaries of what can be achieved, in secure computation
and beyond. I would like to work on further expanding and deepening our understanding of
cryptography in the context of secure computation, as well as working on new problems in related
fields such as verifiable outsourcing, non-malleable codes and learning theory.

A lot of the theory developed for secure computation has also found its way to more practical se-
curity applications, including cloud computing and verifiable outsourcing. Succinct zero-knowledge
arguments are now being used in actual cryptocurrency [MGGR13]. I am also excited about po-
tential future collaborations that would help further bridge the gap between theory and practice.
In particular, I am interested in exploring how blockchain technology can be used to enable more
efficient cryptographic protocol design, and how ideas from protocol design can help obtain better
blockchains.
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